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Description ; 

Data path-based service depigment iiu hierarchical networks 

5 The present invention relates to hierarchical networks, 

particularly for forwarding data through a network providing 

• • ! • -j ■ 

data path functions - j 

j» !; 

Additionally to the basic packet forwarding from a start node 
10 to an end node of a network, data pafch functions have recently 

*/ i . 

been provided. While being forwarded - from node to node of the 
network, data is processed according j, to given service-related 

functions* This has become possible Oianlcs to programmable 

• i i 

. data path processors, evolved [specialized co-processors etc. 
15 The number and type of such dslta patft functions which are 
scattered over network nodes is growing rapidly with the 
deployment of new equipment, 

i 
j 

In these new developments, forwarding and transforming data is 
20 related to a service. The service is provided by one or more 
functions which are applied tt| the dci!ta flowing through the 

Si :| 

network. In order to provide a! useful: service, the functions 

I 

applied to the data must be executedjiin nodes of the network, 
wherein the data is transmitted through the nodes in a 
25 specifically optimised manner.' 

Increasingly, the service depends on Specific customer needs 
and requires a certain number |!of functions, the combination of 
which is not known a priori. A;s performing these functions 
30 requires different capacities ' Within {(different nodes, the need 
to optimise the distribution a|nd usage of such functions 
within the network nodes is coming metre and more into focus . 

I' ' 

/ :' f 
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Specially tbe CMS , lexlCy ta JL^ I . 

net work **- -inly tn hian l^ fc "V"" 1 - *~ »« 
inor Mslng varietv of * ■ 1 H et "°^ and the - 

- «« eervica withi/t^t "~ °< uea,e 

if 

Therefore, it la the J | 

o Pt i,iaa the usage of J tw r t/fc Co 

£7~ ~- — -*» - 1 icTLT 

the forwarded data, it ls a f 'L, i' t0 be Wi«d to 

Mention to provide a mebhod J^f ~* 

-de to an end node over a hiJi ^ * d * ta *~ - start 

over a hierarchical network. 

j it 



2!5 



31) 



It is further an object of t-*, ! ' I' 
* --a can be ^^1^^ — 

Abcva-^entioned objects are s J v<3d J" 
forward ^ from JL??!}'*' """^ f <~ 

' TO* accordins to c J*" - J- fc> — node over a 

— « - «- nat Bork noae | ^ |~ ™n g to 

In a flrst aspect of the presiL ■ S 

r ° f — ft-otSL aX b M 

oata „ hile f o r „arai„ g 3a ia data th If t0 8aid 

»« aata path , tions for L^^t ^ ~ - * n^ er 

«ch data path option . the .JTLX **— *— ^ 
assigned first noae func if ^ d8 | h — °°* or m ore 

«* ~M «*.t node, and £ „ r aalh o f ^ I*" 1 * ^ "* -* 
— /« cognation, o £ sa ia X no T* " "°* t '"' 0tl ~ 
Data U forwarded through thelat, X ^ 

3 6 f tS Pa S h «W<* is determinea by 
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the data path option having a j ;^irst minimum overall capacity 
regarding the first capacity y|ilues. ffhe one or more of said 
first nodes comprise one or more second nodes, each of the 
second nodes assigned to one of the fjirst nodes is capable of 
performing one or more second mode functions. Said first node 

t : 

functions of the first nodes are provided by said second node 

i 

functions. ;! 



Providing one of said first capacity n/alues for one specific 
first node and for one specific: first; ,node function and/or one 
specific combination of said first no;de functions is performed 
by determining a number of second datja path options for the 

second nodes of said one specific firjst node to perform said 

; j. ' 

one specific first node functi6n. For each second data path 

15 option the second nodes include one ok more assigned second 

• !' 

node functions. Second capacity valuers for each of the second 
nodes and for each of the assigned sepond node functions are 
provided. A second minimum overall capacity value of any of 
said second data path options ire determined with regard to 
20 the second capacity values andj is provided as the first 
capacity value of said one specific fWrst node. 

• i j . 

The method of the present invention h&s the advantage that the 
usage of nodes and functions can be optimised in a network 
25 having hierarchical layers. The optimisation is independent of 
the type of service which has to be applied to the forwarded 
data and therefore individual ^ervicep including different 
functions can be executed withi forwarded data. 



if 



This is achieved by establishing a cascaded optimisation 
method which first determines '^ossibl^ paths through the 
network nodes where in each possible path option none, one or 
more respective functions are Vissigneft to each first node. As 
a second step, each of the determined*:- ; data path options is 



t 
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r clea r|y be determined for 

networjl n ° deS ' data path 

the nejjjwork l ayer of ^ 
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15 



associated with an overall capLitv vil v. 
Path op tion with the minimum l r aU I ^ ^ 

the data path of the data to IT I * ^ 

- t he capacity » 
executed fun Ctions in physical 
options in the network dow n J , 

Physical nodes have fco be dQt jl J * 

Then, startina wit-h t->.~ • r 

-con, dec. p,,, options X;^ 1 ! =7"^ — • «« all 
capacity value for the £ . T f Che respective 

of fi rst capaclty va Jl a | h ° f 'he frrst nodes a 

«~ capacity v. luM inc W f l;::t tea : Whereln <"» <" 
"y the tl „ t data pach opt . on | H} Mu- fxrst node given 

20 W«. a cascaded data path opjLjn fk ■ 

*» a hierarchical netvor* „Xn tht \ °" "* PW± * d 

P~ces,i„ s capacity of the phX^! X ^""^Pandant 
natwor* l aye r oan bfi oonsi ^J 1Cal T eS ° £ lowest 

in another aspect of the present w It ■ 

P-vided to determine . data X Zl T' * ^ " ' 

and node over a network. „ T^l " "°* '° " 

aach c apabl e OI per£orming ^ ««« nodes. 

One or more o£ sal<J J tun «iL "°* fUnC "°-' 

aaid deta „hile forwarding s a J toZ tZt th ^ ^"^ 
°r more of said first nodes coLise £ """"^ ° nS 

wherein each of the second nodC ™ 1 £ a ~ 1,0368 
— is c apabl e o£ perform ijon^fc ^ ^ "~ 
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functions. Said first node functions o;f the first nodes are 
provided by said one or more second npde functions. 

The router device comprises a Jf irst d&ta path determining 
means to determine a number of j data pa-th options for the first 



nodes for each data path option, eachlj'of said first nodes 

having one or more assignea 4* noa | functions . It £urther 

includes a first means for determining the minimum overall 
capacity value of any of said : |:irst dkta path options 
regarding said first capacity Values lor each of said first 
nodes and for each of said firfct node ' r .-functions and/or 
combinations of said first nod£ functions. The first capacity 

values for each of said first 'nodes arid for each of said first 

t * j. . 

node functions and/or combinations of; said first node 

! * j 

functions are received by receiving m&ans . 

i;; 

It is preferred that said router device further includes a 
request transmitting means fo^; sending a request for first 
capacity values for each of said firs£ nodes and for each of 
said. first node functions and/or combinations of said first 



node functions to each of said 



first nodes 



A router device according to the present invention has the 
advantage that data can be forv/arded j::hrough a network via a 
predetermined data path from a [start frode to an end node and 
transformed according to a service byirone or more implemented 

functions in an optimised manner related to the respective 

5 * i' 

function that should be applied to th.-j data. Thus controlled 
by the router, data is forwarded through the predtermined data 
path according to the specif ic^ function which should be 
applied to. the data, so that tljie data j' path of each data packet 

associated to a specific service is predetermined in relation 

! 

to the functions to be applied 1 before ^transmitting the data 
packets. In this way, a minimum of capacity of each node is 

ii !•■ 
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used. Thereby. it oan be a=hievQd 

network load caused by the tolardingfof che data <..,■■ * 
so fh=.i- ^ i|| " e aaca xs minimised 

so that a mmmm of oapacit I be J. 

other data to „hic h the sam e | otherjjtunetions ate to Z 



5 applied. 



i 
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15 



It can be provided that, if t vU, Q oo«r.ii, 

ir tne second nodes are physical 

nodes t,e capacity vaiues ar j dependft on at ielt one o£ 
the foll o wlng taoCors as a pro= i sing ~ 

handling speed, a buttering capacity Llati„„ 

second node functions and the iLouroI ' ** 

tree m e*ory. processing ti m . 1 31! ~" "* " 

xn Fifj e *>y. second capacitv 
values are associated to anv L ph. ffi , Pacrty 

Of the second node tunctL" T c h K "** ^ MCh 

respective second node and Lf H «*. 



performing the respective secdla^Jf ^ ^ °** Ui * ° f 
the use of the syste™ res^cT "T^"" «"* — d to 

j 

According to another aspect cJ Si 
node is provided, .e Jl^- 

waerexn a subnode capacity vail is i sioneH _ 

«r,^ T ^signed to each subnode 

and to each function related t-«k #.*. h e 
u related to the respective subnode The 

relate t ^ *" P *" t *4 ^"f 1 <~<* vaiues 
related to a set of one or «J speci | lc funct ions exe 

Prov~ k A *"* HH^ — • --.T ^ 

provided to determine a number! 

of the functions of the set of 1 

to be executed by the network llode.'I 

means is provided to determine 1 j an ove 



20 
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of data' path options for each 
one orjlmore specific functions 
((capacity determining 
-all capacity value for 



each ^ .v. * ™,«a overall capacity value for 
each of the data path options 'and fori 'each of «« # - • 
the set of on. ~ !i - i * ° f thS funct ^ns of 



the set of one or more specfij 
the network node, wherein said' 
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j | 

data path, option are determined with Regard to said subnode 

: j 3: 

capacity values provided for each of said subnodes and for 
each of said assigned specific functions. A minimum overall 
capacity value is transmitted \hy transmitting means for each 



5 of the specific functions of the set ibf one or more specific 
functions and for the assigned! data pteth option as the 
requested overall capacity value. 1:1 

;i j 

The network node of the presenj: invention has the advantage 
10 that it is able to provide requested capacity values for 

performing one or more specific functions in the network node. 
The capacity values are requested by /a router device which 

determines the complete data path for! 'a data flow through the 

! i v 

network wherein a service shall be provided to the data. As 

} ), 

15 the router device has not the 'cnowledvje of the hierarchical 

i,. 

topology of the network node information about capacity to 

■ : h ' 

perform a specific function can be requested from the network 
node. To determine the optimised data path the router device 
has to request capacity values 1 for. a £et of specific functions 
20 able to be executed in the network node. For each of the 

requested functions data path options^are determined and the 
minimum capacity value of the best dajvia path option is 
transmitted to the router device, respectively. 

I; 

25 For a better understanding of the present invention/ together 
wxth other further features and advantages thereof, reference 
is made to the following description shaken in conjunction with 
the accompanying drawings and i-the scope of the invention that 
will be pointed out in the appended claims . 

30 ;l 

.1 

Figure 1 shows a schematic view of a conventional two-layer 
hierarchical network; •* M 



•i 



i' 



•I -.ij 
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jnechanifjm to find a shortest 



for the upper lay er o£ the * Jl ^ 



10 



Figure 4 shows a table of all 
possible node-function-pair aj 
path option; and 

Figure 5 shows a flow chart i] 



[ ata paih options for each 
tordingjjto the determined data 



— - ™ OT a rxow chart iMustratfjng the method accordina 
to a preferred embodiment of JL pre J nt lnvention . 



15 



With reference to Figure 1, a 
network that is used with the 



20 



ichematkic view of a hierarchical 
>resentj {invention is depicted. 



The hierarchical network includes a JL,-* ^ 
<*ata packet is _ jf "/ IT' ^ X from - 

node Y|iwhere the data packet 



2'5 



data packet is sent and an end! 

fxret log rcal node u ana a se4»d lo9 L ol node „. The f± 

* and the S e con a logical node g ^ i «* 
a connection to the start node x thJL „ „ 

logical node o ^ "°* * Che fir « 



30 



topology of which is 
ode X. The first logical 



sub-network having physical nd<L S thefi 
most probably not known by th J start J 

:::: : rr a — -4 -4 ~ 

ode B. and the second logical node V (include* a third 
Phys.oa! node c and a rourth ^Ayeioai Lode D . The rirst to 
fourth p hyslcal noaes repres 4 a ^ aesigned ^ forwMd 
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data and to transform data usiijig one ji>r more element functions 
Ei, E 2 ... Ei according to a service to hp applied to the data. 

?; 

The element functions E x , E 2 .~ Ei operajpe on data packets and 
can include for instance: ,;J 

Encryption / decryption :! 

- signing / authentication r [»! 

- encapsulation / de-capsulation t , 
10 - compression / de- compress ion *j 

- multiplexing / de -multiplexing V 

- reordering | li| 
transcoding 

filtering •/ 

IS - content-based forwarding . ]!' 

- QOS-treatment (Quality of 1 Service) 

- Active network execution ij ];: 
Integrity check (checksum} !;' 
replication f 



.1 



Therefore, a service is defined as a composition of element 
functions E x , E 2 ... Ei scattered .cjit various nodes in the network 
For example, users of a mobile! device jjswith a low-band width 
link will benefit from a service the functions of which are 
placed at key locations betweejn the mobile device and a video 
server, so that the data is transcodeci and re-ordered before 
it is received by the mobile device. 



To give another example, an ad; hoc victual private network 
will require a set of filtering and encryption / decryption 

sub-networks that have to be 

interconnec ted . 



i 



A service is considered that reouiresj element functions to be 
executed at certain nodes in the network through which the 

data is forwarded. To optimise the service deployment, an 

!i 1 

r 



•I 
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auto„a ted assent o£ ch . ,J 1 
spec lf lc node in the netMork V ^ J ^ 

} 11 



As each element function E,, «L p. sJL 

a Physical nod* when it i ; e J ut E ; d 1 j UrS 9 — Cit - — in 

element function _ !. T ! the 

Ml node* incurs a capacity 



10 



find tip nodes in the network 
functions with the lowest 



1 

in the following it is assumed 



IS 



, , •*- service as is 

described as K element functions Ei wlt'ere 0 < i < k . „ 

having a capacity usage define! v, l! " ' SaCh Ei 

. 9S aefl ned by a capacity value C 



. _l. i- j^t, exe 

element functions in the i^aA 

11 tne iogxdax noaeS incur «* « 

u S a S e. The optimisation proce J accorfc^TtT 

invention Providss . „ ethod t M J ln9 t0 the 

that will execute the element 
capacity usage 



that tHe service as is 



20 



strict order, i.e. a path mustj 

element functions in the giver 

executed bef ore Ei . , where 0 < 

functions have a strict order 
S. 



l tn> , when 
U, V}. 

Xt is possible that the element func Jons El E , E ' 
strire , ' T| UHa a i' fi 2... Ei have a 

traverse nodes performing the 
order. |For example, El must be 
i < k-,|l. Whether the element 



|j>r not is defined by the service 



25 



For flat networks, the shortest oath ft. 

etr :: — 4- - a :L?i;::r - 



30 



edges to account for the capacity values c 
element function El Ea E * J] T 1W ° f executi ^ the 

on Ei, E 2 ... Ei between the node n in rarrti^ o 
the sajne noae In replica Ri + f „„„J _ ^-a R t ^ 

in Figure 2 . 



where;! 0 s i < k. This is shown 



tor * hierarchical network 4-JJ i_ >\ 

suff . . network, th4 above;; Whan ism is not 

' |as for foffical nodes no capacity 
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constraints . 
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can bej- determined by system 



Logical nodes must provide metrics describing the capacity 

usage of executing element functions 'fax, E 2 ... E*. and 

• • '« I 

combinations thereof in the underlying peer group they 

represent. In a first step it jjias to jbe determined, which 

element functions Ei, E 2 .„ Ei anfl combinations thereof are 

relevant in which logical nodes. 



For the network shown in Figu 



bguri 1 



and! : a service S indicating a 



data that has to be forwarded '.from the start node X to the end 



node Y and indicating that : the 
to be applied to the data, th4 
15 through the logical nodes can £>e determined to assign each of 



elemenjfe functions E x and E 2 are 
number!; of data path options 



the first and second logical n< 



element functions Ei, E 2 or 1 both of Ithem. 



The table shown in Figure 3 shows ail^ possible data path 
options for the service S(E lg B 2 ) being' performed wherein the 
data packet is transmitted froVn the' sjrart node X to the end 
node Y and where in between this element functions Ei, E 2 are to 
be applied to the data packet in the Correct order. 



25 In the table according to Figure 3, Tj :5 is the transition matrix 
indicating the function which lis applied to the data packet 



>des U/j/V to none, one of the 



while forwarding to the next ricbde, wh^re T y is the transition 

* ! i* 

matrix, for the first logical ijiode U and T v is the transition 
matrix for the second logical 'node V.'The subscript Ei means 
that the transition matrix .jT. li for a!' : logical node which 

performs the first element function' E^'; the subscript E 2 is for 

• • • ; ' i : '» 

transition matrix for a node purf ormixig the element functions 



E 2 . Subscript 0 is for a triansi tion matrix which is not 



(2)01. 



EmPfansszei t 31 .Jan. 12:38 



01 '03 FR 12:42 FAX +41 1 724 89 51 



CH920020014 



10 



15 



20 



25 



30 



ibm|;:urich ii 

•7 



i;j 



EP01 PATENTS 



performing any functions so thjit the |ncoming data is simply 
transmitted to the next node. 

!, 

■ > 



The table according to Figure ' J shows] 

options for the logical nodes j J, V/ i|! e . data packet 
traversing node u, node v or h>th of Ihem 



jail possible data path 



As the first element function has |b be executed before the 
second element function, as tljo order) 
is important, it is not nefeess'^ry for 

the capacity usage of executing the sjjcond element function E 2 
before executing the first; element function Bi. 



of the element functions 
jthis instance to compute 



sage of the first 



It has to be noted that the capacity \ 

element functions may depend g u - element functions being 
applied to the data before] executing |he first element 
function. Consequently, this capacity Lage differs depending 
on the element function applied to thi data prior to the 
respective element function, pjor example, the size of the data 
packet is influenced if a clatj compression algorithm is 
applied to the prior data. ; As iphe capacity usage also depend 
on the amount of data trav^rsiig the Ijespective node, it 
results in different capacity Usages having a compression 



algorithm or not prior to executing 
function. I ' 

; ,i 



■ A, 



e respective element 



Thus, the table according j:o ijfgure. 3.|shows data path options 
for all possible data paths ft*:- the g|ven network according to 
Figure 1 and for the correct e|:rder bf;|jthe first element 
function E X and the second ielejient function E 2 to be executed, 
in order to determine which dafca path; option describes the 
data path with the lowest cap«4ity ixsjffge, the capacity values 
Ci(n) for each of the logical ncjdes U, jjy executing none, one of 
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! iff 



the first and second element &knctipni,,Ei, E 2 or both element 
functions Ei, E 2 are given Sin tae tatolfe according to Figure 4, 



.5 . p ... 



In the following a brief siinuna^y of II the method of the present 
invention is given with reference to che flow chart of Figure 

! J !: 

5, In step Si/ the step of ; determining the data path options 
is indicated. The capacity! values cl in \ : which are necessary for 
determining the lowest capacity usa§e| : of all data path options 
have to be extracted from ihe 'kta path options with reference 
to step S2 according to Figurejs. 

i : i ; 



v. 



in step S3 it is decided if the; capacity values C im) are known 

or not. They are known if the respective node is a physical 

■ ' • ! ii 

node. If they are known, the respective capacity value is 

< [ ' ii ' 

provided in step S4 and the ne&t node- according to the data 

S . I r 

path options is examined, 'they* are no): known if the respective 



node is a logical node. Then t : l|ie underlying network has to be 
examined in step S5 . Step &5 prbvid^sj capacity values Ci( n ) 

derived from the capacity Values of! t')ie underlying physical 

* ? . j » 

nodes as described in the subroutine 6f step S5 . In step S6 it 

j ."J . jj 

is decided if all of the necessary capacity values are 
received. If not, the process ireturfis :f to step S3. If yes, a 
shortest path computation can-ie performed to determine the 
optimised data path in step S;7:j 



r 



Step S5 describes a sub-f ui[icti<j>n toj determine the capacity 
values C i(n) of the underlying network!-. To determine a 
respective capacity value Ci(n) ' ! secorLd ' data path options have to 
be determined in step S10 whicli ■ leads'!! to a determination of 
the necessary capacity values ;;<[>£ eaphi' of the nodes of the data 
path options regarding eacii oft the respective element 
functions to be executed in the respective node according to 
step Sll. If a capacity value ;tcan bje [determined because the 
respective node is a physical: node |s;i:ep S12), the capacity 
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value is provided in step S13 . 
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*! j |i 
ff thejjjrespective node is not a 
fcco^rdi|ng to step S5 is 



physical node the sub- function 

executed again (recursive!^) 4 ! order jto determine the 
respective capacity value telajUd to fhe capacity values of 
the physical nodes of the underlying jtetwork. 



10 



15 



20 



25 



f 311 | f the - res P ec tive nodes 
h#ir assigned possible functions 
If nojfc, the procedure of steps 
the; capacity value of the data 



•in step S14 it is checked if 
of the data path options ahd t 
a capacity value is determined 

> 1 

S12 to S14 is reputed. IfU |u « valua of ^ 

Path option „ ith the lo „ asi; + . ip | ov . ded ^ ^ cap . 

velue for the next upper „i*, e |„f the Ltwork (step si 5) 

I; i i : I 

Referring back to the givei e^!.; L, assignment of ^ 
cepecity value to the logicel i^uf v can Qnly be 
by Means of the network nodes fcv a ? £he topology of the ^ 
underlying sub-network inciudijf j, thi Physical nodes is on!y 
known by the the nodes u.vj; B J f? re fefuel costs oan be 
assigned to the transition] matHcesj Ji Tv . the pr0 cedure of 
deterM^ng the data peth ipcilk, be repeatea wlch 



sub-network inciuding the f irsV ; to fofeth physical nodes A s 
C D. This prooedure has ^ be iepeettd as often until it ' 
reaohes the lowest hierarchy A^.lX. is inaicatea by ^ 
sub-function of SS which ii a fecurii|e Action. 



For the underlying network W,^ ha{i|g the p hysical nodes f „ 
each of hho — . -^^ ^ - . 1.1 J x 

m i 



Tv< E1 >, T V(E2 ,, T v( Ei, E2), seccjjid La Ra|h - optic 

sible . combinations jol node 



Tuo, 



I? j ^-ions are determined 

regards ell possible co.JJinalfons | o| node end element 
functions found out by detl^ikng fhf first data peth options 
accord.ng to the table of (figure 2.\Als Means that for all 
^"-^node-Wtion-pllrsjisT^ lT.^,. T „ (E2 ,. ^ K „ 
Tvo. T V(E11 , T „ (E2) , TvtEl, K) , poss'lble Lfc 



underlying network leyer hive ftl be 



'Ossibls 4 a fc a paths through the 
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15 



underlying physical node ne^twofrk can perform the requested 



functions . 



As it is indicated in the t: : abl!$ 

i 



!= 



according to the data paths four different options for each 

logical node U, V, to perform 

F 

functions E x , E 2 . Provided that 

j: 



element functions E lf E2 can b 



i; 



physical nodes A, B, before cj 
U, V, second data path options; 
pairs are indicated in Figibre j'} 
through the physical nodes j witilji 
capacity values C± in ) have tjo be 



11> The capacity values of the '(physical ntfdes'A, B related to the 



specific function of the first! 



Ei, E 2 is given by hardware 
resources of the hardware. 



on the free memory, on . the 



L coii 



Thej 
1 



the regarded element function ay* E 2 and may depend for example 



processing 



processor of the physical node 



co-processor and/or an acceleration, hardware for specific 



element functions. Also, tike capacity 
amount of data packets andjpr jtlie siz 
be executed* 



Given the capacity values G i( 



n) i 



physical node A, B, C, D and a^I of tffie relevant combinations 



of the element functions EiL, Ejj 
30 usage can be calculated e.g. bji' 

; i 



values for each sub-node a 
according to the data path 
of the transition matrices 
node and specific element fuinc 
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of Figjure 3, there are 



t:ie fi *"{f;t and/or second element 
each cm the first and second 



performed in each of the 

relaujed to the logical nodes 
::or ea$h of the node-function- 
For determining the data path 
the minimum capacity usage, 
providod. 



and/or] Jsecond element function 
train land the available system 
capacihy value Ci< n ) depends on 



and on 



tepeed of the micro- 
factors provided by a 

k 



jvalue can depend on the 
of the data packets to 



for eadh of the specific 



I B : t.tie data 



? a second overall capacity 
'simply! adding the capacity 



through th< < 

;T related jo a specific logical 



10ns E 



is transmitted to 
physical nodes. For all 



E 2 and/ or combinations 
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is calculated by comparing* 
second data path options. 
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The calculated minimum overall 

the first capacity values ^la'Ud to |he logical nodes' U^V 



miniimim overall capacity value 
|veral| capacity usages of the 

I! 

|!apaci^y values are now used as 



and the related first and/lr sjilona element functions El , e 2 . 

These second ovejill capacity usage are used in 
order to determine the first cj||rall Lpacity values for all 
data path options as shown; in ithe tab|e 



respectively. 



of Figure 2. The first 



data path option having the; ifLt cafjacity usage value then 
indicates the optimised data pjUh forj 'executing the service on 
the given data at the startj ncM X. T fie calculation of the 
first or second overall cakci|4 valul can also be performed 
by the Dijkstra shortest pith (computation 



Pft 

I; 



i 



The described method for flkaMing a data packet through a 
network is not limited to kerakhica| networks including two 



layers but also to hierarchical networks having more than two 
network layers. The determining of thj data-path-options- 
computation is then performed 'Mr eack node-function-pair of 
the determined data path o^ionf resulted from the preceding 



computation. As a result, ;koti|r datk path option concerning 
the nodes of the underlying neilork liyer are provided. This 
is repeated until the lowdifc rlfLork Lyer, normally the 
Physical network layer, iJfe^Ld. ;F |om thereon the capacity 
value which are given at tik pUsical node as described above 



are used to find the prefefrired 1 
lowest capacity usage for Iflactj 
given by the data path option I 



Then the capacity usage of; 
used as the capacity value 



lata.pkth option having the 



[ 

(f f the |, inode-functi on-pairs 
W>£ the pJPP er n «xt network layer. 
ref erred data path option is 



freferr 
■:: V, ' — 

.._ ^ wjr v^u^^ itfee nodls'-function-pair given by 

the data path option of th|f ndUork ' j|yer immediately above. 

This is repeated until the [Up; Ltwork layer is reached. 
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wherein for each logical node |of the top network layer a 



-i-L 



capacity value is given whijbh }f s the minimum overall capacity 



value of the data path optibns 

1-2 

immediately underneath. Thefs 



t^apacity values for each node- 

«»:»• .1 'I * 

5 function-pairs of the top rijbtwork layer can then be used to 



determine the shortest dat&[ pa 
The method for forwarding tt^ie 



! 
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6f tHernetwork layer situated 



it 



1| through the network. 



ta through the network 



according to the present irij/en ;ion and for optimising the 
capacity usage of the network jean be performed by a router 
device which controls the l(Low 6f the'^jdata through the whole 
network from the start nodij X | :o the jifnd node Y. For instance, 
such a network can be a AtM ne ;\york rwnere .the data path is set 



up first and then data is tjjransmittedjj; through the established 
data path. "'* * ! 



If 



the same hierarchy layer oi l thrill netwojfek . 



Each of the network nodes \j[iiici il have 
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:he present invention, the router 

; ? * ll 

>f the capacity values of all 



According to the method of 
device must have knowledge 

logical nodes of the same t:|leraifchy 1 l^vel to optimise the flow 
of the data from the physical 
device optimises the capac; 
according to the present ir 
path options for the first 



-y 

ren 



Jiodes : oif the network. The router 
uMage,:o£ the whole network 
:ion by ! determining the data 



network layer including logical 



' ■ 8' 

nodes. As a result for eacn ndde a set: of transition matrices 
is provided which can be used |::pr transmitting data through 
the network. Each of the transition matrices determines which 
function(s) may be associated the ^respective logoical node. 



To find out the shortest pifch !through|(the network nodes the 

capacity usage for performing j$4 ch of nlthe associated function 

f i fl" 1 It 
has to be provided to the Spute- 

sends out a request to eacitl oil" fehe logical network nodes of 



uter device. The router device 



eceived such a request 
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each of the possible funct: >nsj: 



If the physical network no 
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■I II. 
[ps (related^ to the set of functions 



I 



to determine the requested 
logical nodes has the 



knowledge of their underly: :^g ietworkfi layers including their 
subnodes such a request, car :j be performed in the above 
described manner by detenu: ;jiing 

underlying network layer, fquisting the respective capacity 
values and determining the 



s !of: 

j 



Minimum overall capacity value for 



bottbiranost network layer are 



requested to provide capac: |y Ulues lor the respective 
functions capacity values c Ip^iing qn how effective the 
respective physical node cf ^ridle t|e respective function (s) 
which xs dependant on the 
as well as on the performai 
of the physical node compu 

Once the bottommost layer 
capacity values are used tc 
lowest capacity usage indie 
value. These results are fc 



# . , , 

xdWe anla/or software equipment 

microprocessor and memory 



e of the in 



.1 



,4 



tihe network is reached the 

i I ' 

determine!| the data path having the 



by a inininjum overall capacity 



Hi r ^f ded to i |! the u *>P© r next network 
layer until the network lajlr l&fl the jUart noo:e is reached.. So 
capacity values can be ael|U4d by t|e logical nodes to the 
router device which are deAndiilt on physical parameters of 
the underlying hardware. 1 



Si 

I 



il 

i 
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A. ij 



i .:*(! 

i 3a ta path and for forwarding data 



from a start node to ai.exdd nodeijover a network, 

cAiprjj.ses fi:jist nodes (U, . V) , each 
orifitiore |:f xrst node functions, 



wherein the network c 
capable to perform one; 
wherein one or more o 
be applied on said dal| 
through the network, 
wherein a number of 



for each data path opts 

i 



:a path options through the first 
nodes (U, V) are deteJ pined, J ijj 

JlLion:, the;jfjLrst nodes (U, V) , having 



one or more assigned 
wherein a first capac 
nodes (U, V) and for 
and/or combinations o 
provided ; 

wherein the data, is fd 



is determined by the da[ta|path 



overall capacity regal line? . the 
characterized in that 
said one or more of s 
or more second nodes 
nodes assigned to one 
capable to perform on^ 



wherein said first nod functions] of the first nodes (U, 
V) are provided by sai i\ second' jnpde functions, 
wherein providing one 
one specific first nod 
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id first node functions are to 



I'WPxile fioswarding said data 



Lrs,| node functions, 
;y lvalue jfjj>r each, of said- first 
ich'of sai<a first node functions 
said first node functions are 



I 



i 



first. 

1 : 

?1 C 'i 



or 



?wa£ded through the data path which 



option having a minimum 
first capacity values; 

•r ■■■ 

nodes 



I. 



(U, V) comprises one 
dS', each of the second 
Sf |ihe first nodes (U, V) is 



more j second node functions, 



■it 

if said first capacity values for 
a| and foj- one specific first node 
ombination of said first 



function and/or one sd abif ic combination of 

J !! !i ; ; i t 

node functions includJI ig If ollovfring steps; 

;;f ; :! * !! 

- determining a number 

u U ,1 i •! « 

the second nodes (A, Bi;;C;:D) pfj!:the one specific first 
node (A, B) to per fori 



'■of secondj| r data path options for 



I i : ;i K 

jsajTd one |jpecific first node 
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function, for each see 1 ^djjdata jjpath option, the second 
nodes (A, B, C, D ) havjing; | one ^rlmore assigned second 
node functions. 



;UJ 



- providing second ca^Giiy: vajiues for each of said 



30 



35 



second nodes (A, B, C, 
second node functions; 

- determining the ovex^jl? 
data path options with 
values; 

- determining the min 
of said second data 



and tor each of said assigned 



•j . ; ■} 

capacity values of said second 



;£e^ard £ojj,the second capacity 



: J 



r4 

over ^: 1 |! [ ; ca Pacity value of any 
:'optio^is|! and 

- providing the minimu^! q^rallj Rapacity value as the 
first capacity value, 



Method according to on 
second nodes (A, B, C, 



Method according to cla ih jl, j wh^rfein the first node (U, v) 

is included in a first lt«H^^i, r^L ^ ' 

node (A, 



led in a first iettairk i.ayer and/or the second 
B, C, D) is included in;, a second network layer 

Ml ') I . 
e 



speed, a data handling 
related to the assigned 



of: j the fc^ims 1 to 2, wherein the 
j are physical nodes wherein the 
second capacity values B^iin^ j 6n a data processing 



^ed;an4/pr a buffering capacity 
jse^b^d io&e functions. 



ixriihg a 



data path from a start 



network, 
rijses £:§r|t nodes (U, V) , each 
it h\cre £ir!st node functions, 



Router device for dete: 
node to an end node ov 
wherein the network co: 
capable to perform one 

wherein one or more of VkM fir^jlnode functions are to-be 
applied on said data wlj iji^iorwiffeing said data through 
the network, 
said one or more of sa 
or more second nodes ( 
nodes (A, B, C, D) ass 
V) is capable to perfo 
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|B { Jj C, p) } |J each of the second 

finfe of the first nodes (U, 
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on^.j or? ip'pre second node 
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functions; wherein said! 
nodes (u, V) are provid] 
functions , 
comprising: 
5 - a first data path deti 

number of data path optjj 
V) , for each data path 
having one or more, assi 

- a first means for de 
10 capacity value of any 6| 

regarding first capaci 
nodes (U, V) and for e 
and/or combinations of 

- receiving means for 
15 for each of said first 

node functions and/ or 
functions . 

5 . Router device according 
20 transmitting means for 

capacity values for ea« 
for each of said first 
of said first node fun< 

2 5. 6. Network node including 

- one or more subnodes 
more functions wherein 
assigned to each subno 
the respective subnode 

30 - a request receiving 

providing overall capa 
or more specific funct 
' network node , 

- a data path determin 
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■Si 



first t nqde functions of the first 
by. saidllone or more second node 



t'ipn, 

I 
\ 



n 



imeans to determine a 



1!, 



ona- through the first nodes (U, 
first nodes <U, V) , 
node functions, 
i.the minimum overall * 

i 1 1 

sitijd jf %fjt data path options 



eh, 

dd : :f ir&t 



rminxhg 



/alues [;if jj>r each of said first 
'of saidfj'first node functions 



id :f ird.tjjinode functions;, 
ceiving ;skid first capacity values 
od^S;: anf 1 f or each of said first 



>jjnatidn! 



of said first node 



ft 



to ..jelaiiA I 5 including a request 



ending a' : request for first 

q5 said : first nodes <U, V) and 

; ([•: ] 

ode \funct;ions and/or combinations 
ioinis to Mch of said first nodes . 



, !■ IS 



l ach-, being 

i n- ! 

subnode * capacity ^ 



;able to execute one or 
value is 



arid! toll each function related to 



ins" ;to 



S. 



eive a request for 



Ii: 

lyalii^Sil'related to a set of one 



be executed by the 



Mir i v\. « : 
g iuneansi ! tb 



li: 



T ! 

■J i 
! 

I! ! 



determine a number of 



it 

*! li 
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data path options for eiAccif of 

i\\ (ill 

one or more specific f unctjiTcjns 
network node, 
- capacity determining ;j 



i;fif ! 

cieans to 

4 "\f ! 

capacity value for eachJ o'f fdhe 

'ill |jH' i 

each of the functions 6E se 



id 

functions to be performed 



said overall capacity ytljJL UliJach data path option. are 



provided for each o ; f sdidj 
assigned specific functjio^ 



determined with regard Jol toaid lutonode capacity values 



1 ij I ! 

^ubno'de 



- transmitting means for itlransir 
capacity value for eaclij of j the 



set of one or more -specific 
data path option as thef rear; 

if 



epoi patents 



;e! functions of the set of 



be executed by the 



y « 

^determine a overall 

\ I 

lata path options and for 

■ a« 

Jof one or more specfic 
'•network node, wherein 



est 
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scf, overall capacity value, 
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X -> T u(E1 ,r E2) ->) Y 
10 X -> T U(E1) |-> Tv^ E2 ) "> Y 

V 
i 

X -> Tv(Ei)<|-> T^ez, ->- Y 

X """> Tjjo — ^ TvtEl)', E2) ~~> Y 
X -> T V (E1, -E2) Tuo "> Y 

X -> Tyo ""^ T U(E ^ E 2) / Y 

» 

20 X -> T U(E1 ,|| E2 , -> T v0 -> Y 

X -> T V (E1, ! .'E2) — > Y 



'J #■ 
I 

■ t 



1; 



Fig . 3 
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Tvo 
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T B o 



J 



if 



T B0 "> TA)( E i, -I T B0 ->; T 



B<E1) 



T-bo ->■ Ta; (e2 ) -* T B0 T 

J 



B(E2J 



Tb( E d ~> jr A(E 2) |r> T B0 ; T bo -> T A (Ei) 
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Data path-based service depjLoW^t o^er hierarchical networks 



The present invention is *ej La ^ j to 4 method for optimising a 



4^ta from a start node to an end 



up 3*k a : froi 

node over a network, where|i '0 jdatd is forwarded through the 
data path which is determl^i^ path option having a 

minimum overall capacity r;|jaji||rig first capacity values. 
Providing one of said firsf c^cjity jvalues for one specific 
first node and for- one «P«|Lf jj|jljlrs^ node function including 
the steps of determining of |second data path options 

i oii^:^pec|ific first node to perform 
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■fp^ C : tio 4' for e * c h second data 
»s-jljUroing|one or more assigned 



for the second nodes of thi 
said one specific first not 
path option/ the' second not 

second node functions, of AojttjiLig jecond capacity values - for 
each of said second nodes V 3 ^ 
node functions, of determi 
said second data path opti 



idj of said assigned second 



li ii; : "f ■ 
; jthe overall capacity values of 

ji ;j ; » 

ATl't^n rpfT^r^ f-A +-1*1 A ~ ~ ~ ~ , a 



- — '^'-W" 3 ).]^^ 11 r |g ar <* to the secpnd 
capacity values, of deterit^ overall capacity 

value of any of said seconj d^ jpatA' options and of 
providing the minimum over! 
capacity value. 
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